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Abstract

low-cost FPGA

side-channel analysis system is proposed by

A high-performance and

embedding a time-to-digital converter (TDC)
voltage sensor inside the FPGA. Implemented on
a SAKURA-X Dual-FPGA platform, the system
captures TDC traces corresponding to local
voltage variations during AES-128 operations.
Compared with a ChipWhisperer-based external
power measurement setup under the same CPA
conditions, the proposed system reaches the key
recovery criterion with an average of 1914 traces
and reduces the required trace count by 41.1%.
These results show that embedded TDC voltage
sensing 1is effective for high—-performance and
low-cost FPGA side-channel analysis.
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